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Atlanta Ransomware Attack (A)

Mayor Keisha Lance Bottoms of Atlanta, Georgia, sat at her desk waiting for a meeting with her
long-time acquaintance and newly-appointed Atlanta Chief Operations Officer (COO) Richard Cox. A
few days earlier, on the morning of March 22, 2018, a crippling ransomware attack had ground many
of Atlanta’s departments and services to a halt.! Hackers had locked city employees out of their own
information technology (IT) systems and would only unlock them in exchange for a ransom.

Ransomware attacks, where bad actors gained control of a target’s data and blocked access until a
ransom was paid, had increasingly targeted companies, municipalities, and other organizations. And
the circumstances facing Bottoms when the attack took place were far from ideal. It was not just that
the hackers had attacked one of the largest cities in the United States and threatened to delete all locked
files if the mayor did not pay approximately $50,000 worth of Bitcoin within seven days.? It was also
that the timing of the attack was, from Mayor Bottoms” perspective, particularly inopportune: Bottoms
had entered the mayor’s office only two months prior to the attack, after winning the mayoral runoff
by a mere 832 votes.? During the grueling two-year campaign, her public image had taken a hit because
of her assumed connection to the prior mayor, who was under public scrutiny due to corruption
allegations. On top of everything, Cox, who would have to manage the situation, was on his fourth day
on the job when the city learned about the attack.

Handling this issue properly was the first true test of this nascent team, and it was not an easy one.
It was clear that the people of Atlanta would form a strong initial impression based on the mayor’s
response and behavior. Bottoms had to decide which actions to take, and getting it right —whatever
that meant—was critical both to the city of Atlanta and the mayor’s rising political career.

Keisha Lance Bottoms’ Path to Mayor

Keisha Lance Bottoms was born in Atlanta in 1970 to Sylvia Robinson and Major Lance. Bottoms’
father was a soul singer from Chicago who had a successful music career in the 1960s.* After a short
stint in England, Bottoms and her parents settled back in the Collier Heights district of Atlanta, an
historically significant neighborhood listed in the U.S. National Register of Historic Places as one of the
first communities in the nation developed by African American planners for the burgeoning African
American middle class.® A few years after moving back to Atlanta, when Bottoms was eight years old,
her father was arrested for possession and distribution of cocaine. Bottoms recalled, “I came home from
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school one afternoon to see my dad being led away in handcuffs as police officers raided our home.
[...] [T]he trauma of that day forever altered the trajectory of my family.”® Bottoms’ parents divorced
following the arrest, and her mother raised her while working two jobs to fund cosmetology school at
night before opening her hair salon.”

Bottoms attended Frederick Douglass High School in northwest Atlanta, where she met Cox. “We
were very far apart,” Cox recalled. “The mayor was a straight-A student, Miss Popular —she was the
total package. I was underperforming. I played football and did enough to get by.” Cox still got teary-
eyed when he recalled an interaction with Bottoms in high school, which inspired him even in 2018.
“One day, they brought into class a successful business executive and a business owner. They were
alumni, and they talked about success. I distinctly remember how Keisha leaned and whispered to me:
‘One day, this is going to be the two of us.” Up until that point, no one whom I admired spoke like this
to me, and I can still remember exactly that day —where I sat, how it all happened.”

Bottoms studied journalism at Florida A&M University, then returned to Atlanta for her law degree
at Georgia State University, becoming a prosecutor in Atlanta. In 2002, Chief Judge Albert L. Thompson
of Fulton County State Court asked Bottoms to serve as a part-time magistrate, sighing warrants,
presiding over small claims court, and filling in for state court judges. Bottoms’ time as a magistrate
exposed her to some of the disparities in Atlanta and motivated her to take a more active role in city
politics. That year, she became a speechwriter and spokesperson for Thurbert Baker, the Georgia
attorney general at the time. In 2008, Bottoms ran for Fulton County Superior Court and lost. However,
she won a seat on the City Council representing southwest Atlanta the following year. Shortly after
winning reelection in 2013, she decided it would be her final four-year term, and in 2015 she made up
her mind to run for mayor.

Bottoms’ campaign for mayor was long and challenging. By the end of the qualifying period, she
had established a slim lead among the final 12 candidates. She was the only Black female candidate in
the race and, if elected, would become the first Black female mayor of the city. During her campaign,
Bottoms received the endorsement of then-Mayor Kasim Reed. Bottoms” campaign initially welcomed
Reed’s support but soon found it to be a double-edged sword. After winning the race, Bottoms and her
staff inherited a city hall experiencing many troubling problems.

Although the city was on a firm financial footing, corruption had been a major issue during the
previous administration. People close to Reed, including the city’s chief procurement officer, Reed’s
deputy chief of staff, and a political operative, were charged with accepting bribes.® Toward the end of
his term, Reed spent extensive amounts of funds on bonuses to cabinet heads and was accused of
charging roughly $150,000 to his city credit card —more than his annual salary — for airfare, hotels, and
other services.® For Bottoms, these events represented problems both as a manager and a public figure.
From the outside, Bottoms was widely seen as Reed’s successor —a promising political upstart who
owed her victory, at least in part, to Reed’s support. As former mayor of Atlanta Andrew Young put
it, “Nobody gave her credit for having a brain. They thought she was a puppet for Kasim.”1°

Immediately upon taking office, Bottoms faced a conundrum. How could she turn the city around
and prove her independence as a mayor and political figure? As she began her term as mayor and
began to build her team, she wanted someone at her side whom she knew well, who would bring
maturity and experience to the job, and whom she could trust. She believed Cox was the perfect
candidate. While Bottoms was establishing herself in the political world, Cox had pursued a successful
career in the private sector, becoming vice president (VP) of customer experience at Orbitz and later
VP of client performance at Cox Automotive (no relation), the parent company of Kelley Blue Book and
Autotrader.com. In the years following high school, Cox and Bottoms largely lost contact until they
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met again at a mutual friend’s funeral. Soon after, Bottoms asked Cox to become the city COO. “When
she asked me, I told her the story about high school,” Cox recalls. “She said, ‘Great, so that means you
are going to come and work for the city!”” Cox joined the City of Atlanta as an executive on loan from
Cox Enterprises to assist Bottoms with establishing her administration.

The Ransomware Attack Industry

In 2018, the ransomware industry comprised dozens of hacking groups scattered across the world,
which acted, either independently or on behalf of a government, to block access to targets’ data.
Typically, the hackers then notified the target and set a deadline for ransom. If the target refused,
hackers threatened to either delete the target’s data or leak it to the public.

In 1989, the first documented case of a ransomware attack occurred when a medical researcher
attempted to extort other researchers via malware delivered on floppy disks.!! During the following
decades, the industry grew at a slow but steady rate. Throughout the 1990s and earlier 2000s, hackers
typically preyed on individuals, asking for low sums of money to regain access to personal data, said
Barry Hensley, chief threat intelligence officer at Secureworks, which consulted with the city on the
Atlanta case. According to Hensley, 2015 marked a shift toward rapid growth in ransomware attacks,
as hacker groups started focusing more on large organizations able to pay much larger ransoms. By
the late-2010s, ransomware occurrences had exploded, making attacks among the fastest-growing
types of cybercrime globally.? Between 2015 and 2017 alone, damages from ransomware increased 15-
fold to $5 billion and were expected to grow to $265 billion by 2031, according to a 2018 report.13

Attackers often targeted organizations using post-intrusion ransomware. “Post-intrusion means the
attackers compromise your network and spend time gaining a full understanding of your environment.
They find your backups, look for critical systems in your environment, and are able to choose their
preferred time to deploy,” Hensley explained. Hackers sometimes waited considerable periods before
deploying their attacks, choosing moments they thought might be advantageous to securing the
ransom. Improvements in technology, coupled with the fact that many companies used centralized
online infrastructure, meant intrusion processes that once took months now took days, making attacks
harder to detect and control.

In recent years, ransomware attackers had moved beyond disrupting their targets” operations and
begun to threaten their reputations as a means of increasing the incentives to pay. In these cases, called
“name and shame” attacks, hackers not only encrypted targets” systems to cause operational impact
but also informed target organizations that confidential information had been compromised,
threatening to share it with the public if the target did not pay. Attackers sometimes even warned
targets that, if they did not pay, the hackers would sell snippets of private information to the company’s
clients or rivals. These attempts, which threatened companies’ reputations in addition to their
operations, often compelled companies to pay more quickly.

The actors involved in ransomware attacks were often professional criminals. “People have a
misconception as to who the attackers are,” said Ron Henry, senior security researcher at Secureworks.
“What I often tell my clients is that the people on the other side are not some kids in their basement
who're just figuring something out. These are real professionals, and they are really good. Imagine
someone like me on the other end of the of the keyboard.” As of the late-2010s, according to
Secureworks, there were around 30 known groups whose business models were based primarily on
extorting others for money through these types of attacks. “These actor groups are known to us,” said
Roy Hadley, a lawyer who specialized in ransomware attacks and was part of the team that assisted
with the Atlanta case. “We know their history and behavior, and we often know if they will or can do
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what they say they are going to do.” The majority of hacker groups were based in Russia, China, Iran,
and North Korea, according to Secureworks, and in most cases these countries turned a blind eye as
long as attacks were not directed at their citizens or companies. North Korea even funded and
supported the hackers, who in some cases were government employees, according to Secureworks.
Hadley explained, “We have very little leverage on these attackers. In many cases, such as the Atlanta
case, even if the Justice Department goes on and prosecutes these people, there’s no real way to actually
get them to the U.S.”

By 2018, the growing ransomware industry had developed into a stable ecosystem of
professionalized hacker organizations. There were four different types of organizations in this
ecosystem, each with its own business model. Some organizations acted as operators, whose business
model was to examine companies’ profiles and evaluate whether they would pay and how much.
Operators then worked with developers, which specialized in the overall software tradecraft needed to
gain access to target companies’ systems. Affiliates then hired the services of the operators and typically
carried out the actual ransomware negotiations. Finally, access brokers acted as the prototypical hackers,
gaining access to companies’ systems, via techniques such as phishing. “ A broker might post they have
access to a compromised account at a certain organization at a cost of a nominal amount, and then
operators can purchase that access,” explained Hensley.

Once a company had been attacked, there were a lot of questions to be answered to evaluate
whether to pay or not. Targets had to ask themselves whether their systems could be rebuilt and how
much it would cost to restore them. Then, they had to ask whether there was a risk of the company
being attacked again in the future. Another question related to insurance and the degree of coverage
the company carried in case of a cyberattack. According to Secureworks, which dealt with over 1,400
incident response engagements each year, an increasing number of organizations were considering the
possibility of a ransomware attack and developing preparedness plans for ransomware negotiations.

For targets, paying quickly and quietly often made the most financial sense. Speedy payment could
prevent costly infrastructure rebuilding processes and possibly avoid public disclosure of the breach
altogether, thus mitigating bad press and any hit to the target’s public image. However, paying the
ransom strengthened hackers’ operations and emboldened and funded them as they continued
searching for other targets.

The decision of whether to pay could also be visceral —a reaction to the notion that paying hackers
violated a moral imperative. “Many try to make a rational calculation, but there are certain leaders who
have a very passionate plea, which is that they won’t pay regardless of the cost,” Hensley explained.
“For example, I have been involved in tabletop exercises, which are simulations of ransomware attacks,
with a very large company. After calculating the costs associated with closing a facility for three weeks,
we presented the results to the CEO. He asked us, “Why should we pay? Is it because we could not
recover financially? Is it because we believe that we would lose clients?” No one in the company had a
good answer.” According to Hensley, the CEO continued, “’I want to create a culture in which we are
not incentivizing criminals. It is against our moral values to contribute to the cybercrime industry.
Financially, we will be okay, our customers will stay with us.””

Targets sometimes perceived ransomware attackers” demands as being inflexible, but much of the
process was negotiable. Targets had successfully negotiated issues as far-ranging as the payment
deadline, ransom amount, and assurances regarding any claims made by the attackers. Secureworks
clients had often requested proof that attackers actually had the data they claimed to possess and tried
to seek assurances that their systems would not be compromised again after payment.
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According to Secureworks experts, attackers were often willing to negotiate the price, as well. “In
certain cases, attackers took half of what they initially ask,” said Hensley. In many cases, payment
could be negotiated based on insurance compensation. In some cases, hackers seemed aware of what
an insurance payout amount might be and had factored that into their demands. In other cases, targets’
requests offended attackers, who could terminate negotiations or raise the ransom price. Hensley said:

Attackers will frequently reduce ransom amounts from the initial demand to show
good faith during negotiation, but the reduction can vary widely depending on the threat
group and circumstances. However, victims attempting to haggle too aggressively may
find that the professional ransomware groups are not afraid to walk away, with the
potential consequence being the public leaking of sensitive stolen data.

Many decisions to pay or negotiate depended on the characteristics of the attackers; therefore,
knowing their histories was crucial to making the right decision. “There is always a risk, but for many
attackers, they run their business like a business,” said Henry. “As in any business, if they don’t do
what they say they’re going to do, targets tell other people about it, it gets reported. If they don’t do
what they say, it affects their reputation and lowers their probability of payment in the future.”

The Atlanta Ransomware Attack

The Atlanta ransomware attack occurred on March 22, 2018, at 5:10 a.m. Cox was one of the first
people to learn that something was wrong, but he initially assumed it was just a run-of-the-mill virus.
“I heard about it on my way to work, but by the time I got to the office I realized this was more than a
virus because there were a couple of people waiting for me,” Cox recalled. “An hour or two later, we
knew this was a ransomware attack with a request of around $51,000.”

Bottoms was at home when she first heard the news. “By the time I got to the office, I realized that
this is bad. I have just been through a grueling two-year campaign, and we have talked about
everything. But we never talked about a ransomware attack. It never came up,” she said. The virus
froze all City Hall computers, including those of the courts. As a result, it first appeared as if the city
could not provide any services at all. Upon closer inspection, however, Cox and others were able to
determine that the attack had not impacted the police, fire, or 9-1-1 systems. “My biggest fear was an
attack inside our police department,” recalled Cox. “My imagination was running wild.”

Prior to the attack, Atlanta’s IT infrastructure was widely considered to be subpar, and the city’s
own auditor had criticized the system for “gaps that would prevent it from passing a certification
audit.”'* In January 2018, just two months before the attack, an audit found 1,500 to 2,000
vulnerabilities in the city’s system and suggested that the number of vulnerabilities had grown so large
that workers had become complacent.!®> Atlanta officials also had some luck, as the prior administration
had purchased cybersecurity insurance only six months prior. “I usually give the previous
administration a hard time, but this was the best decision in the world,” Cox joked. Such insurance,
however, could not completely cover the costs associated with restoring the system. Cox’s team
projected that 75% of the costs could be reimbursed and that the total expense would be between $15
million to $20 million.

The news of the incident spread nearly as fast as the virus itself. Later on March 22, a picture of the
ransom request was published in local media, raising the level of alarm. Bottoms immediately
responded with a public statement to calm things down, and the city published an official response on
its Twitter account. At that point, Bottoms and her team did not yet know if confidential information
had been compromised. In the few days following the incident, the mayor kept the public informed
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via a few public statements. As late as March 26, five days into the incident, Bottoms said she had not
yet decided whether to pay the ransom.

In her public speeches, the mayor did not minimize nor hide the impact on the city. On March 26,
Bottoms said, “This is much bigger than a ransomware attack. This really is an attack on our
government, which means this is an attack on all of us [. . .].”1¢ Cox later added: “At the beginning, we
convened with a media consulting company, and they had their ideas on how this should be
communicated. But the mayor was very clear on that and said, “We are just going to tell the truth.””

On the day of the incident, city officials built a task force to respond to the attack. Secureworks,
which worked with Atlanta’s cyber-insurance provider, was called to the scene. FBI and Department
of Homeland Security officials were also informed of the incident and arrived in Atlanta to get
information and provide assistance. A community of computer scientists from the Georgia Institute of
Technology volunteered to help with threat identification and restoration efforts. “The first goal was
to identify patient zero, where the attack started,” recalled Cox, referring to the process of finding the
original computer or system infected by the virus. “After that, we started the long process of getting
the system back.” While the focus was the immediate crisis, looming over the situation was the
upcoming NFL Super Bowl LIII, scheduled to take place in Atlanta in less than a year. It was critical
that all systems were working properly before such an important event for the city took place.

The FBI and Secureworks ultimately identified the attackers as coming from a well-known Iranian
hacking organization called SamSam. SamSam was already infamous in the ransomware community,
having been associated with hundreds of previous attacks. In the months leading up to the Atlanta
attack, SamSam had taken down the networks of both Hancock Regional Hospital in Greenfield,
Indiana, and the Colorado Department of Transportation (DOT). The hospital paid the $55,000 ransom,
while the Colorado DOT refused, ultimately spending an estimated $1.7 million to restore its systems.!”

To Pay or Not To Pay

Time was running out for Bottoms, and two crucial decisions remained. First, Bottoms had to decide
whether to pay the ransom or refuse and spend what would likely be orders of magnitude more to
restore the system. Second, once this decision was made, Bottoms and her team had to figure out how
to convey this decision to the public in a way that would be accepted.

The FBI and Secureworks had conflicting recommendations; the former preferred victims did not
pay, as a general rule, while the latter made it clear the situation would be easier if the city paid.
“’People in your situation typically pay,”” Cox recalled being told. Bottoms tasked Cox with talking to
other organizations that suffered from similar incidents and then offering his recommendation. He
spent a few days learning from a few organizations and understanding their situations. The same day
as the meeting with the mayor, Cox finished a conversation with the COO of Lee County, Alabama,
who strongly recommended Atlanta pay the ransom. “I consider myself a pragmatic business person,
and it was my chance to give the mayor an update and a recommendation on how to proceed,” Cox
recalled. “It was my strong recommendation that we should pay. I laid out the conversations I'd had
and the process that we were about to go through. We knew that other cities paid and their systems
were back up in a matter of days. If we didn’t pay, we didn’t know how long it would take us to build
anything and how much it was going to cost.”

It was time to make a decision.
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